437
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.33, NO.3, Jun. 2023 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2023.33.3.437

ARM64 o794 7%t st=slof
Heble B4 o Bebg A

M "ol x FH
M2Y RS (CHSHA, W)

Security Analysis of ARM64 Hardware-Based Security*

Myung-Kyu Sim,"™ Hojoon Lee?
12Sungkyunkwan University (Graduate student, Professor)

o ok
=l =

dze] B A 7)eS A Gz FlaEel ey gl 2] Ad) B glo] F83F 7ot wRe] X
55 Fdst7] ¢ ARMelA = A2 slede] RHelbr|ss 7HHL—6}'MJ—-, AR e golo] AL=7]e o] 2]t}
A sfege] Wl B3 7|we] A8E slEslole b WA ¥ ofF] At Ee] A=A ¢ar ok
$2lE A2 slude] wWixe] B3F 7|43 Pointer Authentication CodeE AA| st=doellx] Fatsle HHA
I A, 2 Hebdel gk ks gt o] & F& ke Rl Frglo] Bolr|&e] A8 wek) ALg- Hol
Aol sl Aol o] & 883 F 9l& Helr).

ABSTRACT

Memory protection has been researched for decades for program execution protection. ARM recently developed a new
hardware security feature to protect memory that was applied to real hardware. However, there are not many hardware with
hardware memory protection feature and research has not been actively conducted yet. We perform diagnostics on how and
how it works on real hardware, and on security, with a new hardware memory protection feature, named ’Pointer
Authentication Code’. Through this research, it will be possible to find out the direction, use, and security of future
hardware security technologies and apply to the program.
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Fig. 1. Process of PAC and AUT
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Fig. 2. Generation of PAC on ‘exec’ and fork’

Al e ZRA27) 7PXLL e 719 22 7]
Agaton  exec()'E Bl AR Z2AA
sk 2L PAC 712 At A7t /‘F‘l
= PAC 7] task F2AolA |5}

419 APIA, APDA 7]t TA I T
o] ke wf AYAHHT). AH I ZEA~
7} 243k 9 struct task94 jop_pid el A}
o] AA=c}t. APIB, APDB 7|+ Z2A27F AA
2w o] A=Y, struct taske] rop_pidel
A= ¢ ZeE XNU A9 Wi 2= £ o
HHolt}. struct task HWH-ol rop_pid, jop_pid
7} ZAE 5 W] ZEA|~vie PAC 7)7F
o= A Ho)

S ox o do

typedef struct cpu_data {

#if defined(HAS_APPLE_PAC)
uinté4_t rop_key;
uint64_t jop_key;
#endif /* defined(HAS_APPLE_PAC) */

} cpu_data_t;

#if defined(HAS_APPLE_PAC)

#define TASK_ADDITIONS_PAC \
uinté4_t rop_pid; \
uint64_t jop_pid; \
uint8_t disable_user_jop;

#else

#define TASK_ADDITIONS_PAC

#tendif

Fig. 3. PAC key management on XNU struct
task

3.2 PACOUIMel 7| Z2| 2t
321 XNU 74

XNU A9 PAC 7= 7]&*
2Elol] BRI AT F017) %
=7} dofibs 5 3ole] e
S, A9 el A9 vze) Aol A4e) PAC
7171 AR A9 PAC 71 38 Ao B4
3 odAEA gonz qole] AY MuelE U

%e 4 9l

o8 Az HA

Aol =7 <l

A == 7
|

B
sl
e
=

ookl AAEelglE PACY 713ke oe &
A =
9] 2= CPU HAZHE AAsle F2A4 oA

At it F dFEelth CPU9Y #HA2HE

Fig. 4. Struct of CPU register on kernel

714 wmele] Bst u task FRA} 2 o]E
o] W2 PACY 717} AAEA e}

322 8K

4 Z2A259 PAC 7]+ task F3Al¢lA]
Zel=l | APIA, APDA 7]+ jop_pid, APIB,
APDB?]‘—:— rop_pidell 22 A=}t A 7=
T 949 ID7F 2 AS #2715 AH8sH, B

735, fork() e} 2]

%] =

Ny
rlriz:i

]
!

(

2 IE

o

3.3 PAC A2

Gl e oS Fa PAC W37t AA
Oi*é}%EMIH of @A AMGEEA] dolit) oA I
ZE LLVM 14.0 WAS AHgsisleon, 7atds)
8141= macOSel4] "arm64e preview abi’
FAsel o] A ol7|¥AE "armb4e’ =

AAstole g

mlru N

3.3.1 Forward Edge
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void foo();

void bar();

int main () {
void (*ptrl)(void) = foo;
void (*ptr2)(void) = bar;
ptri();

Fig. 5. Forward edge example
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[0x100003f64]: paciza x16
[0x100003f68]: mov w8, #0x0
[ox100003f6C]: str w8, [sp, #0x4]
[0x100003f70]: stur wzr, [x29, #-0x4]
[0x100003f74]: str x16, [sp, #0x10]
[ox100003f78]: 1ldr x8, [sp, #0x10]
[0x100003f7c]: str x8, [sp, #0x8]
[0x100003f80]: 1ldr x8, [sp, #0x10]
[0x100003f84]: blraaz x8

Fig. 6. Forward edge assembly example

3.3.2 Backward Edge
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void foo () {

}

void bar () {
foo();

}

Fig. 7. Backward edge example

[0x100003e5c]: pacia x30, sp

[0x100003e60]: stp x29, x30, [sp, #-0x10]!
[0x100003e64]: mov  x29, sp

[0x100003e68]: bl 0x100003e3c
[ex100003e6c]: 1ldp
[0x100003e70]: retaa

x29, x30, [sp], #0x10

Fig. 8. Backward edge assembly example
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0x100002d98]: str
0x100002d9c]: ldr X0, [sp, #0x8]
0x100002da@]: ldr  x16, [x@]
0x100002da4]: mov x8, X0

0x100002da8]: mov x17, X8

0x100002dac]: movk x17, #0x19c7, lsl #48
0x100002db0]: autda x16, x17
0x100002db4]: ldr x8, [x16, #0x8]!
0x100002db8]: mov  x9, x16

0x100002dbc]: mov x17, x9

0x100002dc0]: movk x17, #0x555d, 1lsl #48
0x100002dc4]: blraa x8, x17

x0, [sp, #0x8]

Fig. 9. Example of C+ + virtual table
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Fig. 10. Brute-force example
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Fig. 11. Attacks on C++ Virtual Table



444 ARM64 o}7]€ A 7|4k sl=4

5.1 A3 8

=23 =-o

FX& AP macOS A2 xnu-7195-60.75
WAoot} st=golZE ARMvS.5-A 7]t Apple
M1 HAE 7HA+= Mac minis A8t}

5.2 2xi el 3 8

_?{_1‘

PACE AHgste] il Faol o) 2A4E ny

3 gitta 7B} buffer overflowe} 2-& w2
g Hob AL AFD3E] A5 Aol Felo] FHok
ol PACE o|z]gt Eole]e] wxzd o3l 4
AS AT W] VHeR dd HAdHoew ¥
Aol dejuriglz 2lEe] WHxE & =

A<

ES
AxEl e} o] Talgo s Ay QAT 4 gl=
33'730]]/H SHT:]— uﬂ_\;_a] 5'_01' _z;,]o]:xqol iZH?ﬂ'ﬁ]—tﬂ Ed
AZ= ek o g g Hol FHokde Ei 34

A7t s ghel g 2w o

.%xi Zzaellx PACSE "3l
Alzs vie] 2dE7E] SfEel 2 7S 7
Ardste SAAPE Ade ks Faes =19l
ot meba] PACS g2 A Akl ofaiAt 24

p
)
fr

K

dze] 29 A 917, PACS] A4 x
1A paehn Y o4 ZEaae sds

Fokdol sl= a7t s, mdlee 7o A

ACH
[y
_Q o

)
o,
rie

%, >~i

A grolgl =2
L Hel e SAstel AR} Uske
S Erow gt} AL 3
Joka g, weele) o
wAo|(17), el x

e w2 FAAE 2RO i FES
23l 34} ek AA Y Aug el 4
aleka 714,
Table 1. Time and probability of brute-force
attack

Time(sec) Tries
Average 217.17 73663
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0x100002d70]: sub
0x100002d74]: str
0x100002d78]: ldr
0x100002d7c]: mov
0x100002d80]: adrp x16, 2 ; ©0x100004000
0x100002d84]: ldr x16, [x16, #0xe8]

[ sp, sp, #0x10
[
[
[
[
[
[0x100002d88]: add x16, x16, #0x10
[
[
[
[
[
[

X0, [sp, #0x8]
x0, [sp, #0x8]
X8, X0

0x100002d8c]: mov  x17, x8

0x100002d90]: movk x17, #0x9009, 1lsl #48
0x100002d94]: pacda x16, x17
0x100002d98]: str  x16, [x@]
0x100002d9c]: add
0x100002da0]: ret

sp, sp, #0x10

Fig. 12. Creation of C++ Object with Virtual
Table
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